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Per sonal Online Banking
Fraud Prevention Best Practices

Protect your personal

information, b

User ID and Password Guidelines

» Create a “strong” password with at least 8 charadtet includes a combination of mixed case Igtter
and numbers.

» Change your password frequently.

* Never share username and password information.

» Avoid using an automatic login feature that savesrmames and passwords.

* Never use parts of your Social Security Numberaarypassword or part of User ID

* Never use names or phrases that relate directiguo

General Guidelines

» Do not use public or other unsecured computertofying into Online Banking/Bill Pay.



» Check your last login date/time every time youilog You'll find this on the left side of your s@e
after you enter your password.
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* Review account balances and detail transactiongadyg (preferably daily) to confirm payment and
other transaction data and immediately report alspisious transactions to Bank of Tennessee.

» View transfer history available through viewing agaot activity information.

* Whenever possible, use Bill Pay instead of cheaHisrit account number distribution and to obtain
better electronic record keeping.



* You can set up your online banking to send you Bnaaitext messages when certain situations or
conditions occur on your account. Examples include

+ Balance alerts
» Transfer alerts
« Transaction alerts

» Do not use account numbers, your social securitglrar, or other account or personal information
when creating account nicknames or other titles.

» Whenever possible, register your computer to akiaidng to re-enter challenge questions and other
authentication information with each login.

» Review historical reporting features of your onlivenking application on a regular basis to confirm
payment and other transaction data.

* Never leave a computer unattended while using @rmianking.

* Never conduct banking transactions while multiglewsers are open on your computer.

Tipsto Protect Online Payments, Account Data, Account Transfer

« When you have completed a transaction, ensureogoff to close the connection with the Bank of
Tennessee’s computer.

» Utilize available alerts for funds transfer actvit

» Read alerts scheduled to be sent to your emaihdd@assume the emails you receive are expected
and correct. Double check all transactions and awsou

Tipsto Avoid Phishing, Spyware and Malware

» Do not open e-mail from unknown sources. Be suspdf e-mails posing to be from Bank of
Tennessee, government department, or other agequgsting account information, account
verification, or banking access credentials suchsasnames, passwords, PIN codes, and similar
information.

o Opening file attachments or clicking on web linkssuspicious e-mails could expose
your system to malicious code that could hijackrymamputer.

* Never respond to a suspicious e-mail or click ontayperlink embedded in a suspicious e-mail.



o Call the purported source if you are unsure whao aere-mail.

If an e-mail claiming to be from Bank of Tennesseems suspicious, you may contact us by calling
866.378.9500.

Install anti-virus and spyware detection softwameath computer systems.

0 Free software may not provide protection agaimstdtest threats compared with an
industry standard product.

Update all of your computers regularly with theskitversions and patches of both anti-virus and
anti-spyware software.

Ensure computers are patched regularly, partigutarérating system and key application with
security patches.

Install a dedicated, actively managed firewall ,exsglly if using a broadband or dedicated connectio
to the Internet, such as DSL or cable.

o A firewall limits the potential for unauthorized@ess to your network and computers.
Check your settings and select, at least, a metliual of security for your browsers.

Clear the browser cache before starting an onlamking session in order to eliminate copies of Web
pages that have been stored on the hard drive.

o0 How the cache is cleared depends on the browsereasibn you are using. This function is
generally found in the browser's preferences menu.

Back-up your device’s data. This will allow yourgstore your computer back to default factory
settings and still allow you to maintain and reafisiata.



